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What will we talk about today?
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• Ransomware!
• Anatomy of a ransomware attack
• Key technical trends

Takeaway: Understand the ransomware attacks. prepare, prevent and respond. 



Primary Motivations & Objectives
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• Primary motivations 
• Get Paid! – Threat Actor with a business model

• Sometimes deploy ransomware on servers and endpoints

• Sometimes destroy backups making it difficult to recover

• Exfiltrate critical data from systems for extortion



Battling Ransomware
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Ransomware is a business problem!

• Today we will talk about technical response to the problem

• Responding to Ransomware needs a business response



Anatomy of Ransomware attack
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Ransomware as a Service
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https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/



Initial Access 
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- Single Factor VPN
- Yes, it is still a thing. Probably still the most common Initial Access vector
- Password guessing/ password spraying
- Credential stuffing is effective

- Even if you have MFA 
- Do you have it on ALL accounts?
- Sim Swapping is more real than ever – SCATTEREDSPIDER
- MFA Spam attacks work
- Legacy authentication enabled?
- MFA configuration/registration?



Example of Initial vector – Manage engine Vulnerability
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Credential Theft – Local System 

C:\Tools>createdump -u -f lsass.dmp -d 640
Writing full dump to file lsass.dmp
Dump successfully written

C:\Tools>procdump -ma lsass.exe C:\tools\lsass.dmp
….
[04:02:26] Dump 1 initiated: C:\tools\lsass1.dmp
[04:02:26] Dump 1 writing: Estimated dump file size is 43 MB.
[04:02:26] Dump 1 complete: 43 MB written in 0.1 seconds
[04:02:26] Dump count reached.

Task Manager

SysInternals Procdump

Dotnet Createdump
@khannaanurag 
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Credential Theft  - Keys to the Kingdom – Dumping NTDS.DIT

Stealing NTDS.DIT

C:\temp>powershell ntdsutil.exe 'ac i ntds' 'ifm' 'create full c:\temp\ntd' q q
Copying registry files...
Copying c:\temp\ntd\registry\SYSTEM
Copying c:\temp\ntd\registry\SECURITY
Snapshot {ddb1f6fa-a650-4f5b-b49e-074db672985e} unmounted.
IFM media created successfully in c:\temp\ntd

@khannaanurag 
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Persistence – I am there!

- Persistent methods to maintain 
long term access
- Backdoors and Implants
- Valid Credentials connecting over 

VPN
- Out of Band management software 

- AnyDesk, TeamViewer, ConnectWise
- Stealthier approaches

@khannaanurag



Remote Tunnels – You do not see me

- Pivoting and Lateral 
Movement

- Chisel/SSH/Ngrok etc
- Can you detect this?



Data Exfiltration - Actions on Objectives
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- Techniques that adversaries use to steal data from the network 
- Traditional/common way is to perform data staging

- Create Archives (zip, 7zip, rar, etc.) and delete once exfiltrated
- Often chunked in small files, to ensure successful file transfer



Data Exfil Options
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- Open a web-browser, signin/up, upload (more common than what is 
sounds)
- OneDrive, SharePoint, GoogleDrive, MEGA, Box, DropBox, Cloud Storage, 

- Rclone
- Very common, Supports lot of cloud services 

- File Transfer 
- WinSCP, FileZilla …

- HTTP connections



How about these?
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How about:
- Shares/Drives accessed over VPN
- Remote Desktop Protocol (RDP)/Mapped drives (No logging)
- TeamViewer/AnyDesk
- Remote Management Tools

- Often more difficult to investigate/detect



Detect/Investigate data exfil
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Network traffic is probably your best bet
- Firewall/Traffic logs/Netflow

- Traffic spikes and traffic to unknown IP address
- Just know traffic went out, nothing more



Host based artifacts
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https://www.crowdstrike.com/blog/falcon-overwatch-contributes-to-blackcat-protection



SRUM
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SRUM is the System Resource Usage Monitor
• Built-in to Windows, part of the diagnostic policy service
• Maintains a 30-day history of system activity including programs executed, Wi-Fi 

networks, network use statistics, energy usage, and more



Ransomware Impact 
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- Once data exfil is complete/initiated, sometimes Threat Actors 
perform ransomware execution

- Backups
- TAs destroy backups
- Disable recovery mechanisms like Volume Shadows
- Clear logs/tracks



Ransomware Deployment 
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Multiple ways to perform encryption:
• Group Policy Objects (GPOs)
• SCCM
• Manage Engine
• PsExec

Often targets are selected after scanning the environment using scanners
• Angry IP Scanner, Masscan 

 



Hypervisor Jackpotting - Targeting VMware ESXi with ransomware
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- Bare-Metal/ Type-1 Hypervisor
- Runs directly on the host
- Based on Linux



Hypervisor Jackpotting - Targeting VMware ESXi with ransomware
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Three step process to encrypt ESXi:
- Gain interactive access via SSH (valid credentials)
- List and terminate running VM processes prior to encryption, 
- Target the vmfs/volumes datastore path to encrypt disk volumes and 
snapshots

If SSH is disabled, Threat Actors often enable this by accessing the ESXi 
console for HTTPS



@khannaanurag 26https://www.crowdstrike.com/blog/carbon-spider-sprite-spider-target-esxi-servers-with-ransomware/



VMware Recommendations
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- Ensure ESXi is not exposed to the Internet
- Ensure ESXi management interface is isolated
- SSH is disabled
- Regularly back up ESXi datastore volumes



Must do to protect against Ransomware
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• Implement Multi Factor Authentication - MFA for ALL users on ALL external facing 
services
• Remove non approved remote management tools

• Limit Privileged Access in your environment
• Minimize accounts with domain privileges
• Domain Admin is not the only privileged group

• Use Unique Local Admin Passwords
• Local Administrator Password Solution is your BFF

• Patch Management is critical
• PATCH PATCH PATCH devices, servers and clients

• Backups, offline or WORM



Thanks for listening!
@khannaanurag

https://threathunting.dev/talks/


